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Philosophy & Approach

v’ Efficient

v Secure

v’ Continuity

v’ Scalable

v’ Standards Based
v’ Customer Focus
v Industry Leader
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Network Infrastructure Quick Facts

« SummitNet provides connectivity to approximately
22,000 devices at over 600 locations (228
Converged)

* Provides a private MultiProtocol Layer Switching
(MPLS) network with Quality of Service (QOS)

* Provides a secure converged network that supports
prioritized Voice, Video, & Data Services
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Network Infrastructure Quick Facts

Physically redundant 10Gb/s core network with 10Gb/s and
1GDb/s distribution links

Core sites include Missoula, Helena, Bozeman, Billings,
and Miles City

Internet POP’s in Helena and Billings using diverse carriers

Standard remote site WAN access speeds are between
1.5Mb/s and 5Mb/s

— Frame-relay & DSL sites offer cost effective speeds
56Kb/s to 1.5Mb/s

802.1x Authentication is implemented across the entire
enterprise & authentication is required for network access
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Traffic Shaping (QoS)

Traffic Shaping allows time sensitive traffic
such as voice or video to have a higher
priority through the network, thus ensuring
functionality.

This is accomplished by:

* Limiting the amount of data any one
application is allowed to consume on the
WAN

« Lowering the priority of non-business data i.e.
downloading of content from the Internet.
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Traffic Shaping

Without Shaping

Recreational

E-mail, FTP, etc.
Business-Critical

Applications

With Shaping

Recreational

E-mail, FTP, etc.

Businass-Critical
Applications
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Traffic Shaping for a 3Mb
Site

15%

Legend
31% 768K Video conference
10% Routing / Management
44% Internal State Traffic
15% Best-effort (Internet)
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SUMMITNET Wireless Network

v’ Statewide Wireless Coverage
v Secure

v’ Secure services utilizing 802.1X for Authentication,

Authorization and Accounting

v Non-Secure (Sponsored Guest)

v Recommended for guest access
v Sponsored guest available to remote MPLS site

v'"Non-Secure (Open Guest)

=\
0

v" Access is currently not restricted or inspected

v" Primarily on campus
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SUMMITNET Wireless Network

v Future Strategy

« Mobile Device Authentication

« Cisco Application Visibility Control (AVC) - Ability to QoS
Netflix, Hulu, Pandora, etc.

« |SE — ldentity Services Engine combines NAC & RADIUS into
one box

«  MDM — Mobile Device Management R E
&

« MDM & ISE for device profiling, posture
assessment/enforcement, authentication

« Dynamic VLAN assignments where possible Q

« 802.11n & 802.11ac — All new AP deployments are at least
802.11n

« AP density, channel re-use; proliferation of mobile devices
« Disable legacy 802.11b rates
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SUMMITNET Wireless Network

Snapshot of typical guest Internet bandwidth usage:
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Wireless Metrics

« 509 AP’s on the network
« 2200 Clients (average of 1700)

Clients by Protocol

[802.11b = 1]
[802.11a = 347|

802.11g = 1,151

[802.11n(5CHz) = 216

|802.11n(2.4GHz) = 392|

® 802.11g =1,151 ® 802.11n(2.4CHz) =392 © 802.11n(5GHz) =216 C 802.11a =347 ® 802.11b =1

E"sn State Information Technology Services Division




Monitoring tools
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Security

 RiIse In external threats

« Compliance
— NIST
— HIPAA

— FISMA
« Data Center Compliance

— CJIS
3802.1x

STATE
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Enterprise Voice

 Provide service to 25,000 sets
« Helena & Billings switches

* Enterprise VoIP Strategy
— Lync
— Avaya
— Cisco

« SIP Trunking

* DR Plan for VolP
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Centurylink Optical Centurylink Optical
DS3 Two DS3's turned up
Capacity 28 T1's Capacity 56 T1's
Centurylink owned Centurylink-owned
Fujitsu FLM 150 Fujitsu FLM 4100
SCID NSTNOO SCID NMT212

SCC
CS1000M-MG
125 N Roberts

Helena

DOA-APS

16 S Custer Ave
/ IP PHONES ON WAN

Centurylink Optical DS3
Capacity 28 Tl's
Centurylink owned
Fujitsu FLM 4100
SCID NMTMS1

State owned Fiber
SIP TRUNKS

STATE OF
MONTANA DS3
and
SMDC
CONNECTIONS
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MDT
2701 Prospect
OPTION 61C

Optimum 1.5MB

MPLS State owned copper

= SMDC
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490 18th
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Optimuny3mb MPLS

State Health Clinic
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IP phones on WAN FWP STEDMAN
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IP PHONES ON WAN




Disaster Recovery

o State of Montana Data Centers
SMDC MCDC

« Geographically Distributed
« Redundancy
« Continuity of Government
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—— w== = Charter Core 1 Gig Pri Link

Charter MPLS Design and State of Montana Fail-Over

Charter Aggregations Charter Aggregations

Butte Dillon
Charter Aggregations Glendive Forsyth
Charter Aggregations Cut Bank Great Falls Glasgow
Hamilton Fort Benton Miles City Havre
Kalispell Anacond & Deer Lodge Lewistown

Misc — East/West WA

Polson

Misc — East/West WAN

Charter Aggregations
Livingston Headend

.......

Charter —

Network MSLA Headend :
Headend

BIL

Headend

"% I.iberHoteI

Charter WAN Physical
Handoffs

Helena-Billings o ——— — _ —

Charter 1 Gig 360 Sec Link
Helena-Billings

MSLA BZM
= (-Link 10 Gig Helena-Miles City
—eee Zayo 10 Gig Helena-Miles City
— — o Zay0 10 Gig Daisy Chain State of Montana
Mid-Rivers 1G Network
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OoTV

« Layer 2
* Transparent Workload Mobility
* Business Resiliency

Communication Between
MAC1 (Site 1) and MAC2 (Site 2)
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State of Montana

SummitNet Video Network
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Lxhibit A

HLNHUSTADDARK-3560-SW1

Route-Sharin
Trunk HLNNCCDARK-3560-SW1 :
Ve 600 (mernet) Full: VIDEO<->STATE
a Wian 480 (Video Transport) % Full: VIDEO=<->CTY
_| DSL Vians 7 Vian 600 Per-Site: ~ VIDEO<->VENDOR
Ml Vian 480 Internet Transport Static: EXTERNAL VIDEO<->EDU
Physical VisionNet Video
Links Transport
/J _ Cisco 3845 T
— External Video F\W VIDEO Aggregation Route ((
\ Traversal Unit MDT Learning T1 ( EDU State
VisionNet TeleMed T1 —_ Internet Routd
T /—J

Static Routes Only

-
Can have non-state

transpart to site EDU Router
o Enterprise
Aggregation
/ VENDOR \ Router ] N
VIDEO SITES Cisco ASA 5510 Internal Video FW
(Vendor IP Space) ) Video Firewalls raversal Unit ' STFILEG/CTY
/ P (Failover Pair)
\\Per-f:‘-ite
Routes Only

Non-State
Video Sites

VIDEO Routes
VIDEO Routes
VIDEQ vrf Shared to STATE STATE wvrf Shared to CTY
Except 0.0.0.0/0
(State of MT IP Space) a?g:i‘wfh%:’é?afc (Internal IP Space) and extemal static
MNon-State
Video Sites

Video vrf
161.7.21.50 State wif
10.162.57.10

\

Video

STATE wrf
VIDEQ wrf Management Video Sites
Video Sites Server NEW VIDEO BRIDGE OLD VIDEO BRIDGE (MDT/HHS/Courts)

Video vrf (161.7.21.x)
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STATE

Microsoft Lync Integration

I1sh

Microsoft Lync is now fully integrated with Polycom
video bridge

Include both H.323 (Polycom) endpoints and SIP
(Lync) clients in same bridge conference

Both platforms conference on-demand utilizing
Polycom bridge Virtual Meeting Rooms

Benefit:

— Convenience

— Ease of use

— Leverage both services to save travel costs
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Recording and Streaming in HD with
Polycom RSS 4000

* Any video conference can now be automatically
recorded & streamed in HD upon request
— Live streaming
— Archive streams
— Download archive files (DVD, .mp4, .asf, raw)
— Network playback on endpoint

* Links can be distributed via email or published to
website

« Convenience — Eliminates the need to make local
recordings on DVD or VHS
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Future Projects

ID Management Expansion
— Cisco ISE

Network Compartmentalization
Enterprise DR plan for VolP
Agency Connectivity

FirstNet
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Kris Harrison

Bureau Chief, NTSB
Phone: 406-444-3344
Email: kharrison@mt.gov
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